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target itself. Another example is to guard a secured 
environment, where it is important to be covert as well as 
overt at the same time, in this way the chances are higher 
for the robot to see an intruder before the opposite 
happens. A covert robot may be used as well for hostage 
rescue, for example by sending an insect size covert robot 
with a camera to the hostage area to send images that may 
lead for better rescuing plan. 
 
Moreover, designing a robust approach for covert path 
planning can give a much more covert path than a human 
can give manually, especially if we are dealing with 
cluttered environments where thousands of possible 
topological routes need to be tested, which human mind 
can not handle.  
 
In this paper, two co-operative algorithms, the Visibility 

 

In this paper, a new research problem is 
introduced which we called Covert path 
planning, where the robot navigates covertly in 
an environment to approach or track a specific 
target. The Visibility Map Algorithm and the 
Dark Path Algorithm that are introduced and 
discussed in this paper are our two co-operative 
approaches for solving such problem. The 
Visibility Map algorithm is based on the concept 
of giving a visibility value for every unoccupied 
location in the environment map, while the Dark 
Path algorithm makes use of these values to find
a reasonable covert path between two points in 
that environment. A simulator was built to test 
the new algorithms. Three different applications 
are presented as test cases. 
 

.0 Introduction 

any previous and current research works on path 
lanning are concentrating on finding optimal paths 
etween two points, where the goal is to minimize 
istance, time or power [Nilsson, 1969; Khatib, 1986; 
anny, 1987; LaValle, 1998; Jarvis, 1994]. An interesting 
ew research problem is to find a covert path between two 
oints in an environment, whether the map is known, 
artially known or unknown. In such a path, a robot can 
avigate covertly without being observed by other 
ovable or stationary entities, possibly hostile, in that 

nvironment.  

he solutions of such problems can be applied in many 
ituations that have some security issues requiring such 
olutions. An example is that of using a robot to approach 
nd perhaps track a target without being observed by the 

Map algorithm and the Dark Path algorithm, will be 
introduced and explained in section 2.2 and 2.3 as a 
possible solution for Covert Path Planning. The Visibility 
Map algorithm is based on the concept of giving a 
visibility value for every unoccupied location in the 
environment map, while the Dark Path algorithm 
combines both the Visibility Map algorithm and a well 
known short collision-free path planning algorithm: 
Distance Transform (described in section 1.1) to find a 
reasonable covert path between two points in that 
environment.  
 
In section 2.1, a set of rules will be presented as a 
definition of the term ‘covert path’. This is an important 
step to start with, as there are many different ways to 
physically navigate covertly in an environment. A 
simulator has been built to use and test the new 
algorithms. In Section 3.0, a number of test cases are 
presented which show reasonable solutions for three 
different applications. 

1

https://my.monash.edu.au/email/compose.html?to=Mohamed.Marzouqi@eng.monash.edu.au


  
1.1 Distance Transform 
 
Distance Transform (DT) based path planning algorithm 
[Jarvis, 1994] finds the optimal collision-free path. Given 
a known stationary environment map and a destination 
point as inputs, the output is a two-dimensional array of 
exact cell decomposition. Each cell has a value that 
represents a collision-free distance cost to reach the goal. 
Initially, the cell that represents the goal location is given 
a distance cost equal to ‘0’. All other free cells are given 
very high value (ex. 1 million). The distance cost for each 
cell is derived based on propagating the distance costs of 
the surrounding cells.  
 
An efficient way to construct a DT array from an image 
array (obstacles and free space) is using forward and 
reverse raster [Rosenfeld and Pfaltz, 1966].  The forward 
raster is left to right and top to bottom order, the reverse 
raster is right to left and bottom to top order. In the 
forward raster pass, each free space cell is assigned the 
value of one greater than the least value of the four 
neighbors previously visited on that pass, however, this 
assignment occur only if the new value is lower than the 
previous value at that cell. In the reverse raster pass the 
same process is done. Both passes are repeated until no 
further changes to cell assignment occur. Obstacle cells 
are skipped during these passes [Jarvis, 1994]. 
 
Each cell in the resulting array contains a number 
indicating the least number of steps to the goal’s cell. 
Using the 2-D output array, we can find the optimal path 
for a given starting point by looking at its 8-neighbor cells 
and choosing a cell that has the lowest distance cost. This 
process is repeated until there is no neighbor cell that is 
lower than the current cell, i.e. the goal’s cell is reached. 
 
 

2.0 Covert Path Algorithms 
 

2.1 The definition of a ‘Covert Path’ 
 
Before discussing the details of the Visibility Map 
algorithm and the Dark Path algorithm, it is important to 
understand what is meant by a covert path. Such a 
definition is not stated technically yet, people with 
different ways of understanding the word ‘covert’ can 
specify different covert paths for the same start and 
destination points for a given cluttered environment. So, it 
is important to build a base understanding of the problem 
and agree on a set of definitions in order to concentrate on 
solving it. The definitions, assumptions, and observations 
are: 
 

A- The most covert path can be defined as a path 
with the minimum exposure to being observed 
(or being visible) by possible observing entities 
anywhere in the free space of the environment.  

 
B- A topological route is a connected set of free 

spaces that link two points in an environment, 
while a path is a set of connected free location 
points that link two points. A number of different 
paths can pass through a single rout. Given these 
definitions, the most covert path between two 
points in the whole environment is the most 
covert path that can pass through the most covert 
topological route in the environment. 

 
C- If we assume that two entities in an environment 

have 360 degrees of vision and both have the 
same vision range, then visibility is mutual, i.e. if 
the first entity can observe the second entity, then 
the second one can observe the first. 

  
D- The degree of visibility to the entire environment 

at each free space location can vary from one 
location to another. For each location, if we 
assume that there is a number of observers 
standing on different free space locations, then 
the visibility degree of that location is equivalent 
to the number of its observers (this is the basic 
idea of the Visibility Map algorithm). 

 
E- If the observing entities’ specific locations are 

known at all times, then any path to a goal 
location can be covert path if and only if each of 
its connecting point is hidden from the observing 
entities at the time of being at that point while 
navigating. 

  
F- If a non-movable entity’s location is known then 

all areas that are observed by that entity can be 
treated as forbidden areas (We can treat these 
areas as ‘pseudo obstacles’ and plan a collision-
free path accordingly). Sometimes, however, one 
may want to go through that space reluctantly, 
according to the mission. 

 
G- There are number of issues that have an effect on 

deciding what covert path is possibly the best: 
How many observing entities are in the 
environment? Are they movable or stationary? 
Are their locations known at all times or not? 
What are their vision directions and ranges? and 
How accurate is the information we have about 
these entities?  
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H- If the observing entities’ locations are unknown, 
then finding a guaranteed covert path is 
impossible. However, finding a path with high 
possibility to be covert will depend on our 
knowledge about these entities: are they in fixed 
locations, or are they moving around? 

 
I- Regarding H, above: knowing that all observing 

entities’ locations are stationary and the 
possibility of an entity to be at any free space 
location is the same, if a robot is navigating 
through a given path, then at any specific point of 
that path the possibility of an entity to be at any 
location that the robot did not see yet is high, 
while the possibility of being at already seen 
locations is zero. So, because different paths to a 
goal can be observed by different number of free 
space locations, the best possible covert path in 
this case is the one that can be observed by the 
minimum number of locations of the 
environment. 

 
J- Regarding H, above: knowing that at least one 

observing entity is movable which means that its 
location is changing with time, if a robot is 
navigating through a given path, then at any 
specific point of that path the possibility of an 
entity to be at free space locations that are 
currently visible to the robot is zero, while the 
possibility of being at any other free space 
locations is high. Therefore, the most covert path 
is the one with minimum total visibility. The 
total visibility is the sum of visibility degrees of 
each location point along that path (visibility 
degree described in rule D). The resultant path 
can be described as a path that balances between 
reaching a destination at minimum possible time, 
and being covert as much as possible most of the 
time. 

 
K- Exception to observation J: the possibility of a 

movable entity to be at a location that was visible 
before to the robot but not currently visible can 
stay equal to zero, if and only if the entity can not 
get access to that location without passing 
through one of the currently visible locations. 

  
L- The destination goal can be blocked from being 

reached if there is not at least one path to the goal 
without being observed. This blocking can be 
temporarily if the observing entity is movable, or 
permanent if the observing entity is non-
movable. 

 
 

2.2 Visibility Map Algorithm: 
 
The Visibility Map Algorithm (VM) measures the 
visibility at each possible non-obstacle location and 
assigns the measured value to that location. Since going 
through all possible locations in a map is infeasible, we 
will depend on exact cell decomposition where each cell 
represents a small area of the environment. Finding the 
visibility value for all free space cells will end up with a 
two dimensional array of the same size as the environment 
map that we can call a visibility map. 
 
Different assumptions about observing entities in the map 
can lead to different visibility maps. The simplest 
situation is when there are no entities in the environment, 
this result in a visibility map that all its free space cells 
have a value of zero. Another situation, when there is a 
number of entities equal to n, and the location of each one 
of them is known, this result in a visibility map that each 
of its free space cells have a value equal to the number of 
entities that can observe this cell (i.e. no obstacles are 
hiding them from each other), which should be in the 
range from 0 to n. 
  
We will concentrate here in a more complicated situation 
where the entities locations are unknown. In this case, 
each entity can be possibly located at any free space 
location in the environment. This result in a visibility map 
that each of its free space cells have a value equal to the 
number of other free space cells that are visible to it, 
which should be in the range from 0 to the total number of 
free space cells. 
 
Given the case of unknown entities’ locations, the 
following figures (figure 2.1 and 2.2) show the visibility 
maps of two environments. The obstacles cells are in 
black color in both maps, since an obstacle can not be 
visually penetrated. The grades of visibility are presented 
in grayscale color, where a cell gets darker as it becomes 
more hidden and vice versa. 
 
We can look at the generated visibility map from two 
different aspects. The first one relates to the dark areas 
where the visibility is low. It is our concern in this paper 
to find a covert path between two points (through dark 
areas). The second aspect, which has the opposite 
concern, looks at the bright areas where the visibility is 
high. One possible application to take an advantage of the 
high visibility areas is to search a whole known 
environment in an optimal time, where the most visible 
areas are good places to observe from. 
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Figure 2.1 

 
 
 
 
 

 
Figure 2.2 
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It is time consuming to find the visibility value for each 
free cell in the map by traditional ‘ray shooting’. A simple 
version of ray shooting to find the visibility of a cell is to 
look at a number of directions from that cell (ex. 360 
directions), along each direction the number of free cells 
being passed through are counted until an obstacle cell is 
hit. The complexity in this case is n2 given that n is the 
total number of free cells in the environment. 
 
The previous method can be improved to be faster. As 
described before, when each cell looks at all directions, it 
adds one to its counter for each new cell it visits. 
However, knowing that visibility is mutual, we can at the 
same time increase the counter of the visited cell by one. 
Therefore, each next cell that has its turn to calculate its 
visibility does not need to see at the directions of the cells 
that their visibility already been calculated, clearly 
because they already been counted. One way to 
implement this idea is to go through all the map free cells 
from top to bottom, and from right to left, for each free 
cell we look only at the directions that are included in the 
left half circle that the current cell is its center: 
 
For x=0 to map width size { 
  For y=0 to map height size { 
     If cell (x,y) is not obstacle { 
        For directions= 91 to 270 degrees { 
            do { 
               -Step to the next cell in this direction 
               If it is free & visited for first time by cell (x,y){ 
                  -Add 1 to the counter of cell (x,y) 
                  -Add 1 to the counter of the visited cell 
               } End if 
            } Until obstacle cell is hit 
         } End for all directions 
      } End if 
   } End for y 
} End for x 
 
The time consuming burden of VM algorithm is 
acceptable if the environment map is known, where all 
calculations will be done only once before starting 
navigating (offline process). Moreover, the visibility map 
for an environment does not need to be recalculated when 
a covert path is needed to be found between two new 
points. However, if we have unknown or partially known 
environment that need to be explored, then the visibility 
map might need to be updated continuously while 
navigating. 
 
2.3 Dark Path Algorithm: 
 
The Dark Path (DP) algorithm combines both the 
Visibility Map algorithm and the Distance Transform 
algorithm. The result is a two-dimensional array of the 

same size as the environment map. The process of 
constructing this array is similar to the way of 
constructing a DT array, as described in section 1.1, but 
with two main differences.  
 
The first difference is that initially the cell that represents 
the goal location is given a cost equal to its visibility value 
(given that the visibility map of the environment has been 
constructed). The second difference is that each non-
obstacle cell is assigned a value of one greater than the 
least value of its neighbors, adding to that its own 
visibility value. Therefore, each cell in the resulting array 
will contain a number that can be represented by the 
following equation: 

 
Cost = least 8-neighbors cost value +Distance cost 

+Visibility cost                      (eq. 2.1), 
 

the value at each cell – which can be called “visibility-
distance cost” – can be described as the visibility of the 
cell adjusted by the visibility cost and the distance cost to 
the goal’s cell. 
 
In both the DT and the DP algorithms, the cost values that 
are propagating from the goal through different length 
topological routes have equal opportunity to reach all cells 
in the map. This leads to a major distinction between the 
two algorithms, in the DT algorithm the distance cost 
value of each cell is the value propagated through the 
shortest topological route, while in the DP algorithm the 
visibility-distance cost value of each cell is the value 
propagated through the most covert route, whether it is the 
shortest or not. 
 
Using the resultant 2-D array, we can now find a covert 
path for any start point in the free space by simple steepest 
descent, i.e. selecting the next neighbor with the lowest 
value. The behaviour of the generated path is inherited 
from both VM and DT algorithms, where there is a kind 
of balance between finding a short path and a covert path. 
Balancing between a covert path and a short path can be 
controlled by modifying equation 2.1 to be:  
 

Cost = least 8-neighbors cost value + a x Distance cost 
+b x Visibility cost                  (eq. 2.2). 

 
Increasing the coefficient ‘b’ leads to create a more covert 
path, but the most covert path can not be guaranteed since 
‘a’ should be at least equal to 1, which means the distance 
cost should be taken into account (giving ‘a’ the value 0 
will lead to infinite loops when finding a path between 
two points). On the other hand, increasing ‘a’ will lead to 
a shorter path, but still this path has a covert behaviour, 
unless ‘b’ is equal to 0 (in the last case the DP algorithm 
behaves exactly like the DT algorithm). 
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To follow a covert path from a start cell to the goal cell, 
there is a different method to choose the next neighbor 
cell other than choosing a neighbor with the lowest value 
(steepest descent). The second method, among the 
neighbors with visibility-distance values that are lower 
than the center cell, the neighbor that has the lowest 
visibility value is chosen (using the visibility map of the 
environment). The two decisions will result in a two paths 
that mostly pass through the same topological route, 
however the second path tend to be more covert in that 
route, while the first path is shorter, smoother, and 
therefore less covert.  
 
In the experiment presented in the next section, we will 
try to find the most possible covert paths by depending on 
the second previously described method for choosing the 
next neighbor cell. Beside that, the coefficient ‘b’ in 
equation 2.2 will be given a large number (ex. 100) while 
‘a’ will be given a value of 1. 
 
 
3.0 Experiment and Results 
 
A simulator has been built that uses and tests the Dark 
Path algorithm, the simulator inputs are an environment 
map and two points as starting and destination points, 
respectively. The environment is assumed to be known 
and stationary which means that its map is clearly 
specifying both obstacle and free spaces what do not 
change. 
 
The following figures show a number of test cases. The 
resultant covert path in some of these cases is drawn on 
the visibility map of the related environment for clarity. 
The start location is indicated by the letter ‘R’. The 
obstacles are in black color since an obstacle can not be 
visually penetrated. In all cases, the coefficient ‘b’ in 
equation 2.2 is given a value of 100 while ‘a’ is given a 
value of 1.   
 
In the first three test cases (figure 3.1, 3.2, and 3.3) the 
locations of the observing entities are unknown. For each 
of these figures, it is clear how most of the path is passing 
through the dark areas where the visibility is low. This 
behaviour is very similar to human’s behaviour when 
trying to navigate covertly in an environment.  
 
In the test case 3.4 there are two different paths to the 
goal. For the continuous line, the coefficients in the 
equation 2.2 are the same as specified before (‘b’>‘a’), 

while for the dashed line the values of ‘a’ and ‘b’ are 
swapped making ‘a’>’b’. Comparing both paths, each one 
is passing through a different topological route to the goal. 
The dashed path is choosing a shorter route but it still 
passing covertly through that route. 
 
In the test cases 3.5 and 3.6, a number of non-movable 
entities (sentry points) are placed in the environment. In 
these two cases, the visibility map is modified so that the 
value of each cell indicates the number of entities 
observing this cell. Therefore, the chosen path in each 
case is passing through the darkest area which is not 
visible to any sentry point. 
 
In the test cases 3.7 and 3.8, a number of non-movable 
sentries are presented by a triangle shapes. The shaded 
free spaces are the areas observed by those sentries. In 
case 3.7, the generated path to the goal is visible to only 
one sentry (the path becomes dashed where it is visible), 
while a direct short path will be visible to four of them. In 
case 3.8, the robot chooses a long path to the goal which 
is the best path that guarantees a minimum time of being 
observed. 
 
In the last test case, figure 3.9, we assume that a robot has 
to approach a target without being observed by the target 
itself as long as possible. Therefore, the generated path 
enters the visibility region of the target from where the 
distance to approach the target is the shortest. 
 
 
4.0 Conclusion and Future Work 
 
In this paper, covert path planning problem was 
introduced as a new problem in path planning area. The 
Visibility Map algorithm and the Dark Path algorithm, as 
new techniques, have shown there abilities to give 
acceptable covert paths for different applications and in 
different types of environments. 
 
The negative picture of this research can be used for the 
opposite kind of applications. Instead of looking for a 
covert path between two points, we can invert the 
operation to find the most visible path. This will be useful 
for applications such as environment searching. 
 
A further challenging step in finding a covert path to a 
goal is if the environment map or the goal location is 
unknown. To build a system that should discover or 
search an environment but be covert as much as possible 
at the same time would be interesting. 
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Figure 3.1 

 

 
Figure 3.2 

 

 
Figure 3.3 
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Figure 3.4 

 

 
Figure 3.5 

 

 
Figure 3.6 
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Figure 3.7 

 

 
Figure 3.8 

 

 
Figure 3.9 
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